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SUBJECT: Department of Defense (DoD) Chief Information Officer (ClO) Guidance and Policy Memorandum No.
4-8460- Department of Defense Network Policy

The attached Department of Defense and I ntelligence Community Enterprise Network guidance and policy
is effectively immediately. It establishes policies and assigns responsibilities to further achieve effective, efficient,
and economical acquisition, management, and use of network equipment and services.

The DaoD CIO Executive Board will be the centerpiece for achieving our enterprise-wide network
objectives.

This G&PM provides high level policy for immediate implementation. It will also be used to develop future
directives and instructions which will replace DoD Directive 4640.13, “ Management of Base and L ong-Haul
Telecommuni cations Equipment and Services,” December 5, 1991, and DoD Instruction 4640.14, “Base and Long-
Haul Telecommunications Equipment and Services,” December 6, 1991. In the event of conflict, this G&PM takes
precedence over DoD Directive 4640.13, “ Management of Base and Long-Haul Telecommunications Equipment
and Services,” December 5, 1991.

My point of contact for thiseffort is COL Neil Putz who can be reached at (703) 607-0466 or by e-mail:
neil.putz@osd.pentagon.mil.

<signature block for John Hamre>



4-8460-
Guidance and Poalicy for the
Department of Defense and I ntelligence Community
Enterprise Network

Referencess Seeenclosure 1.

1. PURPOSE

Information superiority for the warfighter, policy maker, and functiond user isacritica god of
theDoD. To atainthat god, thisissuance establishes policies and guidance, and assigns
responghilitiesto:

Ensure effective, efficient, and economica acquisition, life-cycle management, and use of
network equipment and services.

Ensure the required security, information assurance, interoperability, and quality are established
and maintained in the telecommunications portions of information systems, consstent with the
needs of associated missons.

Empower DoD Components to collaboratively create a set of enterprise architectures, practices,
and processes, dl of which incorporate best practices.

Ensure that Commander-in-Chief (CINC) and Joint Task Force (JTF) policies dominate the
alocation and control of warfighter network assets into and within assgned Aress of
Responshility (AOR).

ThisG&PM provideshigh levd policy for immediate implementation. It will also be used to
develop future directives and ingtructions which will replace references aand b above.

2. APPLICABILITY and SCOPE
This policy guidance gppliesto:”

The Office of the Secretary of Defense (OSD), the Military Departments, the Chairman of the
Joint Chiefs of Staff, the Combatant Commands, the Inspector Generd of the Department of
Defense (1G, DoD), the Defense Agencies, and the DoD Field Activities (heresfter referred to
collectively as “the DoD Components’).

All td ecommunications equipment and services (including telecommunications components
embedded in information systems and contractor-acquired telecommunications) that are
administered, managed, acquired, operated or used by the DoD Components.

Implementation of this policy must comply with laws and established DoD and Director Central
Intelligence (DCI) Directives relative to architecture, acquisition and security policiesand
practices.

3. DEFINITIONS (Seeenclosure (1))

4. POLICY
Network Sdlection Congtraints. The DoD CIO Executive Board (see governance section 4.7) will




designate a select set of service and transport networks as part of the DoD/IC Enterprise
Network. The DoD ClO Executive Board will dso identify the organization responsible for
program management,_configuration management, and property accountability of each service
and transport network designated as part of the DoD/IC Enterprise Network. To foster the
edtablishment of agloba information grid, al dectrical/optica information exchange in support
of DoD Components must occur over these designated Enterprise Service and Transport
Networks, unless waived in accordance with the provisonsin the next section. Taking into
account operationa requirements and best business practices, the DoD CIO Executive Board will
grant waivers for implementation and use of dl other service or trangport networks. The
Intelligence Community Chief Information Office (IC CIO), will establish a sub-group to
perform these functions on service and trangport networks accredited for Sengtive
Compartmented Information (SCI), under the auspices of the IC ClO Executive Council

Architecture. Under the leadership of the Defense Information Systems Agency (DISA), the
DoD Componentswill collaboratively develop an Enterprise-Wide Network Architecture
(EWNA) that provides the conceptua foundation, technical guidance, and implementation
drategy for the DoD/IC Enterprise Network implementations. The EWNA will encompass
strategic and tactica systems architectures and will comply with the DoD Architecture
Framework (reference (€)) and required by Clinger-Cohen Act of 1996 (reference (f)), be
coordinated through the Architecture Coordination Council, approved by the DoD CIO
Executive Board, and maintained by DISA. Security, information assurance, and interoperability
are criticd parts of the EWNA. Compliance with the EWNA is mandatory, unlesswaived. The
DoD CIO Executive Board is responsible for waiving adherence to the EWNA. The IC CIO will
lead the collaborative development and maintenance of the Enterprise-Wide Network
Architecture related to SCI networks and will assure gppropriate integration with the DISA-led
efforts.

Security and Information Assurance. Network managers and providers must provide each other
auffident end-to-end vishility to dlow them to meet security and information assurance
requirements. Consistent with references () and (d), a collaborative approach for certifying and
accrediting networks and their interconnections and for extending vigihbility to network providers
and users will be established. For SCI networks, the IC CIO will direct the review and approva
of al security and information assurance consderations consstent with DCI policies.

Network Operations. For the purpose of providing security, information assurance and effective
management, each Enterprise Service and Transport Network must be managed end-to-end.
Network operations policy, to include the concepts of network management, control and
vishility of networks and systems end-to-end, will be addressed in a separate policy
memorandum.

Performance. To ensure that the DoD/IC Enterprise Network is being deployed and used
effectivey and efficiently, DoD Components, under the auspices of the DoD CIO Executive
Board, will collaboratively develop and implement a uniform evaluation process that defines
mechanisms to ensure performance accountability. The process will include the collection and
reporting of performance metrics on networks, providers, managers, and users. The IC CIO will
lead a smilar collaborative effort within the IC for SCI Enterprise Service and Transport
Networks.

Financid. The DoD funding strategies for the DoD/IC Enterprise Network will reflect the cost
of providing agloba enterprise cgpability that meets requirements (e.g., security, end-to-end




vigihility, control, interoperability, availability, surge, restoration and recondtitution). The
funding strategies will be designed to encourage the use of the enterprise capability and make
users fiscaly respongble for their use of the network. Userswill promptly reconcile their
telecommunications invoices, Funding strategy will be addressed under a separate policy
memorandum. Funding strategies, which include contributions by DoD Components, will
require forma review by the DoD CIO Executive Board. 1ssues of common concern will be
addressed by established DoD and |C boards of jurisdiction.

Governance

Governance of the DoD/IC Enterprise Network is provided by the DoD ClO Executive Board
and IC CIO Executive Council (see reference (g) and (h)).

Key respongihilities of the DoD CIO Executive Board are:

Designate a select set of service and transport networks as part of the DoD/IC Enterprise
Network, and identify the organization responsible for program management of each service and
trangport network so designated.

Develop criteriafor and_grant wavers for implementation and use of service or trangport
networks that are not part of the DoD/IC Enterprise Network.

Ensure adherence to EWNA and to grant waivers as appropriate.
Provide annud review to the ASD (C31)/DoD CIO of the EWNA.
Provide on going coordination with IC CIO council regarding issues of common interest.

For non-resolvable issues between DoD ClO and IC ClO adjudication will be by existing
process.  Deete (Any nationd leve resource contentions between military missons and non-
military missons are adjudicated at the Nationa Security Council level.)

5. RESPONSIBILITIES

Assigtant Secretary of Defense (C31)/DoD CIO:

Promulgate and ensure compliance with this policy and guidance.

Issue ingructions to this policy.

Establish and oversee reporting requirements.

Lead the collaborative development of the DoD CIO Executive Board charter.
Ensure annud review of the effectiveness of the EWNA.

Perform acquisition and procurement oversight of network activities DoD CIO.
Appoint an Executive Agent for Theater Joint Tactical Networks (TJTN).

DoD Executive Board, refer to governance section of this policy.
IC CIO:



The responghilities of the IC CIO are established in separate DCI Directives and IC CIO Policy
Memoranda and are included here only for reference and completeness.

Participate as a member of the DoD CIO Executive Board.

In concert with the DoD CIO Executive Board, designate a select set of networks accredited for
CI for integration with the EWNA and identify organizationa respongbility for program
management of these SCI networks.

Lead the development of the SCI EWNA and the SCI Enterprise Network evaluation process.
Maintain the EWNA for networks accredited for SCI.
Designate appropriate eements of the IC to participate in the DoD ClIO Executive Board.

Review and approve dl security and information assurance congderations relative to SCI
networks.

Defense Information Systems Agency:

The following responghilities are established in addition to those identified for al DoD
Components below.

Lead the development of the Enterprise-Wide Network Architecture (EWNA).

Coordinate the EWNA through the Architecture Coordination Council.

Maintain the BEWVNA.

Coordinate with Executive Agency's for Theater Joint Technica Networks (TJTN).

DoD Components/PSAS.

Participate in DoD ClO Executive Board sponsored activities.

Participate in development of EWNA.

Participate in development and implementation of the Enterprise Network evaluation process.

Perform as Enterprise Service Network managers and Enterprise Transport Network providers
where designated.

6. EFFECTIVE DATE
This policy is effective immediately upon issuance and until superseded.



Enclosure 1: References

(8 DaoD Directive 4640.13, “Management of Base and Long-Haul Telecommunications
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Services,” December 6, 1991

(c) DoD Directive 5200.28, “ Security Requirements for Automated Information Systems
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(d) DCI Directive 6/3, “ Security Policy for Uniform Protection of Intelligence Processed on
Automated Information Systems and Networks,” June 5, 1999

(e) DoD C4ISR Architecture Framework,” Version 2.0, December 18, 1997
(f) Public Law 104-106, Clinger Cohen Act of 1996, Subdivison E, June 2, 1997

(g) Guidance and Policy Memorandum "Guidance and Policy For the Globd Information Grid
(GIG) (In progress)

(h) DaD CIO Executive Board Charter (In progress)
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Enclosure 2: DEFINITION OF TERMS

EWNA (Enterprise-Wide Network Architecture): Describes and identifies the DoD/IC
Enterprise Network components, their characteritics, and interrelationships necessary to
provide the required end-to-end capahility. It gves specific network implementation
guidance for the wide area (WANS), the regions (MANS), the campuses/facilities
(LANS). Itincludes the specific protocols, enterprise standards, operating profiles, and
implementation agreements. It provides the extensive guidance for network services,
such as directory, time, and domain name service. It integrates the various Component
network architectures (modified by the Components where necessary) into asingle,
compatible, consstent Enterprise Wide Network Architecture. It also includes a
description of DoD/IC Enterprise Network management centers, their functiondity, and
interrdationships. The security architectureis an integrd element of the EWNA and
provides specific direction for implementation of a complementary set of security
mechanisms to be gpplied to provide alayered defense for the DoD/IC Enterprise
Network. The complete set of EWNA technical tools alows the DoD to set very specific
and understandabl e direction on issues such asinteroperability, security, functiondity,
and performance.

LAN (Locd AreaNetwork): A physical medium and associated equipment that supports
the interconnection of computers and peripheras usudly over alimited physica areaand
under a Sngle management control. The LAN demarcation point is the campus, base,
pogt, or station router/switch.

MAN (Metropolitan Area Network): A system of links or aring that interconnects a
relatively high concentration of LANS together within asmal regiond area. It is
normaly used as the means to efficiently connect numerous LANS to each other aswdll
astoaWAN(s). The MAN aso provides switching and routing between the LANs as
well as between the WAN and the LANSs. The demarcation points for the MAN are the
sarvice delivery nodes at the campus, base, post, or station router/switch and the
hub/router/switch of the WAN.

WAN (Wide Area Network): A system of links that are used to interconnect geographic
regions. The WAN normdly provides routing, switching, or gateway pointsto MANS
LANS, or other WANs

Trangport Network: A transport network is comprised of any media and associated
equipment that is used within DoD/IC to trandfer information eectronicaly. These
mediainclude, among others, copper wire, fiber optic cable, coaxid cable, satdlite
transmission systems, radio, and microwave transmisson media. The associated
equipment include, among others, encryption devices, DSU/CSUs, modems,
multiplexers, and switches. When interconnected together, these media and equipment
provide the physica path over which information flows.

Service Network: A service network uses any or dl of the transport network eements
(LANs, MANs, WANSs, and Deployed Systems) and the functiondity of routers,
switches, gateways, and firewals, al configured to provide a specified set of capabilities



E2.7

E2.8

E2.9

E2.10

E2.11

to meet specific user requirements. A service network is operated and managed under a
sngle security policy and set of operating procedures. Examples of service networks are
SIPRNET and connected systems, FTS type networks, JWICS and connected systems,
NIPRNET and connected systems, DSN and connected systems, Defense Red Switch
Network and connected systems, DREN and connected systems, and Navy's SmartLink.

Enterprise Service Network: A DoD/IC-funded service network which has been
designated by the DoD CIO Executive Board as an * Enterprise Service Network”
becauseit: 1) provides a unique, defined cagpability (e.g., functiondity [packet data,
switched voice, etc.], security, service assurance, interoperability, network operations,
topology, €etc.), 2) provides services required by multiple DoD/IC components, 3) is
consgtent with an established DoD/IC architecture (the Enterprise-Wide Network
Architecture, or EWNA), 4) is managed as a single entity, 5) provides service to any user
with avdidated and funded requirement consistent with the defined capability of that
service network

Enterprise Service Network Manager: For agiven Enterprise Service Network, a
DoD/IC Component is tasked to manage service end-to-end. The service network
manager must coordinate with those transport network providers whose resources are
used to provide the end-to-end service.

End-to-end: End-to-end is defined differently with repect to service networks and
trangport networks. For service networks, end-to-end encompasses service user to service
user (e.g., PC-to-PC, phone-to-phone). For transport networks, end-to-end encompasses
equi pment-to-equipment (e.g., Service Delivery Point (SDP)-to- Service Ddivery Point
(SDP), router-to-router, PBX-to-PBX).

Enterprise Transport Network: A DoD/IC-funded trangport network, which has been
designated by the DoD CIO Executive Board as an “ Enterprise Transport Network”
because it provides the underlying capabilities for one or more Enterprise Service
Networks. Commerciad segments supporting National Security and Emergency
Preparedness (NSEP) telecommuni cations services are subject to Telecommunications
Service Priority (TSP) System rules and procedures. The TSP System is the regulatory,
adminigrative, and operationa system authorizing priority provison and restoration of
NSEP telecommunications services.

Enterprise Transport Network Provider: For agiven Enterprise Transport Network, a
DoD/IC Component is tasked to provide connectivity for use by Enterprise Service
Networks. The transport network provider must coordinate with those service network
managers that use trangport network resources.

E2.12 DoD/IC Enterprise Network: Comprised of al Service and Transport networks and

restoration of NSEP telecommunications services. Designated by the DoD CIO Executive
Board as Enterprise Networks, because they: 1) provide a defined capability, 2) are
available to serve multiple DoD/IC components, 3) are condstent with an established
DoD/IC architecture (the Enterprise-Wide Network Architecture, or EWNA), 4) are
managed with enterprise-wide oversight, and 5) provide service to any user with a
vaidated requirement congstent with the defined capability of that service network.
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